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1 Decision/action requested 
This contribution provides analysis for security of MT-EDT with MSG2 Solution.
2 References
[1] S3-192510/S2-1908629
Reply LS on Mobile-terminated Early Data Transmission
3 Rational
3.1 Introduction
SA2 has sent the LS S3-192510/S2-1908629 [1] to ask SA3 security issue and procedure for MT-EDT with MSG2 solution as following:
“

SA2 has discussed the RAN2 message 2 and message 4 solutions for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation. For the MT-EDT with message 4 solution, SA2 assumes re-use of the MO-EDT security procedure.
For the MT-EDT with message 2 solution:

· for CP CIoT EPS Optimisation, the MME cannot receive the Control Plane Service Request (CPSR) NAS message prior to sending the DL Data. According to SA2 this requires that the MME shall not delete the DL Data before receiving a ciphered and integrity protected NAS ACK message from the UE. Sending the DL NAS packet to an illegitimate UE that can read the dedicated MT-EDT preamble can also cause incorrect charging in CN. 

· for UP CIoT EPS Optimisation, the authentication token is not included in the current Random Access Preamble message. SA2 is not clear how the network confirms the message was received from a legitimate UE and how to activate the security for the MT-EDT payload. 

Q1: SA2 asks SA3, RAN2, RAN3 and CT1 to consider the security procedure for the message 2 solution for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation.
Q2: SA2 asks SA3 to provide feedback on the SA2 assumptions and potential security issues for MT-EDT options discussed above.
”

The contribution will have a discussion on two questions above.
3.2 MT-EDT for CP EPS CIoT Optimization with MSG2 Solution
3.2.1 Procedure
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Figure 1 MT-EDT for CP EPS CIoT Optimization with MSG2 Solution
For CP optimization, when the DL data is coming, MME may indicate eNB to trigger MT-EDT procedure. The eNB allocates dedicated PRACH resources for the UE and includes it in paging message in step 5, and the eNB stores mapping information of S-TMSI and dedicated PRACH resource. 
UE uses the dedicated PRACH resources in step 7. Network uses the dedicated PRACH resources to identify the response UE. The eNB requests the DL data in step 9, the mapped S-TMSI is included to identify the UE context in MME. 

The MME includes DL data in the DL NAS packet, and sends the DL NAS packet to eNB in step 10. The eNB transfers the DL NAS packet to UE in step 11. The DL NAS packet is received by the UE in MSG2, i.e. Preamble Response.
The UE sends the DL NAS packet ACK message to indicate to the MME that the DL NAS packet was successfully received.
3.2.2 Security Analysis
· Integrity and confidentiality
For CP optimization, both UE and AMF have NAS security context, DL data can be ciphered and integrity protected with the NAS security context, the attacker cannot read, tamper, forge or replay the packet. So, the DL data is secure.
Observation 1: DL data can be ciphered and integrity protected with NAS security context. So, the DL data is secure.
· Availability
Paging message is not ciphered and integrity protected, so, dedicated PRACH resources can be captured by the attacker. The attacker may use the dedicated PRACH resources to access the eNB, and the eNB will treat the attacker as the real UE, then, the attacker could get the DL NAS Packet from the MME. If MME deletes the DL NAS packet after sending the DL NAS packet, it may be a DoS attack to the real UE. 
However, according to SA2, it is feasible that MME does not delete the DL NAS packet before receiving a ciphered and integrity protected UL NAS message. So, the MME could authenticate the UE by verifying integrity of UL NAS message. Thus, there is no DoS attack to the real UE if the MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE.

Observation 2: If the MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, availability of UE can be provided.
· Incorrect charging
SA2 has stated in their LS that “Sending the DL NAS packet to an illegitimate UE that can read the dedicated MT-EDT preamble can also cause incorrect charging in CN.”
It is not clear how to charge for the UE, we assume that there are two scenarios: a) charging after MME receives NAS ACK message, b) charging before MME receives NAS ACK message.

For scenario a), since MME could authenticate the UE by verifying integrity of UL NAS message, there is no risk for incorrect charging.

For scenario b), the attack is based on the precondition that the attacker is located in the same paging area with the real UE so that the attacker could capture the dedicated PRACH resources to pretend as the real UE. So, both real UE and attacker could receive paging message, and the real UE will response the paging message to get the DL data. If attacker uses the dedicated PRACH resources to access the network before the real UE, the CN will charge for the real UE, however, since the MME will buffer the DL data before successful integrity verification of UL NAS message from the UE and the real UE will access soon, the real UE will get the charged DL data. The charging is correct.
Observation 3: If MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, there is no incorrect charging issue.
· Security context
Both UE and MME have two Security Context (i.e. current one and non-current one), in general case, the UE and the MME usually hold the same current security context. In some rare case, the UE may hold different security context with the MME, e.g. UE deletes current security context and make non-current security context to current one or UE has no current security context.

Currently, when the UE requests to re-establish NAS connection with MME from IDLE to CONNECTED, the UE shall trigger prior NAS interaction with MME (i.e. CPSR), the UE shall use current security context to integrity protect the initial NAS message, in order to synchronize the security context, the UE shall also include the eKSI to identify current security context as cleartext in the initial NAS message. After sending the initial NAS message, the UE shall activate NAS security with current security context. When the MME successfully verifies the integrity protection of initial NAS message with security context indicated by the eKSI, the MME shall activate NAS security with security context identified by the eKSI. Thus, the security context on the UE and the MME can be in sync with eKSI.
However, for current MT-EDT CP MSG2 solution, there is no uplink NAS message with eKSI sent to the MME, the security context may be out of sync. Therefore, it is not clear how to activate the security on both the UE and the MME.
Observation 4: Without prior NAS interaction, the security context on the UE and MME may be out of sync. How to activate the security on both UE and MME needs to be considered.

Proposal 1: Send the LS to SA2 and RAN2 to state security analysis above.
3.2.3 Security Handling Procedure
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Figure 2 Security Handling for MT-EDT for CP EPS CIoT Optimization with MSG2 Solution
When the MME receives DDN message with MT-EDT indication, the MME activates NAS security according to current security context. When the UE receives paging message with dedicated PRACH resources, in order to prepare for MT-EDT, the UE activates NAS security according to current security context too.
In general case, the UE and the MME hold the same security context, so, the DL NAS Packet and DL NAS Packet ACK can be protected and verified correctly with current NAS security context. Current MSG2 solution applies. 
In some rare case, the UE and the MME hold the different security context, and the UE cannot successfully get the DL NAS Packet, e.g. UE deletes current security context and make non-current security context to current one or UE has no current security context. In case that UE has current security context, the UE does not drop the packet as usual, on the contrary, the UE sends the CPSR to the MME, the CPSR includes eKSI and is integrity protect by the current security context indicated by the eKSI, the MME verifies CPSR message and re-activate NAS security according to eKSI. Then, the MME sends the DL data protected by the security context indicated by eKSI. In case that UE has no current security context, the eKSI is set to "no key available", and the MME may re-authenticate the UE to establish a NAS security connection, then, the MME sends the protected DL data to the UE. These procedures are similar with current MSG4 solution.
Note that the MME shall not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, e.g. NAS ACK message or CPSR message.

Proposal 2: Send the LS to SA2 and RAN2 the proposed security handling procedure for MT-EDT for CP EPS CIoT Optimization with MSG2 Solution.
3.3 MT-EDT for UP EPS CIoT Optimization with MSG2 Solution
3.3.1 Procedure
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Figure 3 MT-EDT for UP EPS CIoT Optimization with MSG2 Solution
For UP optimization, the main procedure is similar with CP optimization. The difference is that DL data is sent by the eNB, and the eNB uses dedicated PRACH resources to map the UE context to protect the DL data.
The eNB sends RRC message with the DL data to UE. The DL data is received by the UE in MSG2, i.e. Preamble Response.

The UE will send the RRC ACK message that indicates to eNB that the DL data was successfully received.

3.3.2 Security Analysis

· Integrity and confidentiality
For UP optimization, since UE and eNB have AS security context, DL data can be at least ciphered, which is the same security level with LTE that does not support UP integrity protection. If the DL data is included in the RRC message, the DL data can be ciphered and integrity protected with AS security context. So, the DL data is secure.

Observation 5: DL data can be at least ciphered with AS security context, integrity protection can be applied if the DL data is included in RRC message. So, the DL data is secure.
· Availability
UP optimization solution has similar security issue of availability with CP optimization solution. Thus, if it is feasible that eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, there is no DoS attack to the real UE.
Observation 6: If eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, availability of UE can be provided.
· Incorrect charging
Similar with CP optimization solution, if the eNB never deletes the DL data before successful integrity verification of UL RRC message from the UE, there is no incorrect charging issue.

Observation 7: If eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, there is no incorrect charging issue.
· Security context
For UP optimization solution, the UE and the eNB only maintains an AS security context, so, the AS security context can be always synchronous on the UE and eNB.
Observation 8: For UP optimization solution, the AS security context can be always synchronous on the UE and eNB.
Proposal 3: Send the LS to SA2 and RAN2 to state security analysis above.

3.3.3 Security Handling Procedure
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Figure 4 Security Handling for MT-EDT for UP EPS CIoT Optimization with MSG2 Solution
When the eNB receives MT-EDT indication, the eNB derives KeNB* according NH or KeNB, the eNB also derives Krrc-int, Krrc-enc and Kup-enc, the eNB activates RRC security and UP confidentiality. When the UE receives paging message with dedicated PRACH resources, in order to prepare for MT-EDT, the UE also derives KeNB* according NH or KeNB, Krrc-int, Krrc-enc and Kup-enc, and activates RRC security and UP confidentiality.

The eNB shall cipher and integrity protect the RRC message with Krrc-int and Krrc-enc, the RRC message shall include NCC and resumeID. The eNB shall cipher DL data with Kup-enc. After successfully get the DL data, the UE shall response a ciphered and integrity protected RRC ACK message.
Note that the eNB shall not delete the DL data before successful integrity verification of UL RRC message from the UE, e.g. RRC ACK message. 
Proposal 4: Send the LS to SA2 and RAN2 the proposed security handling procedure for MT-EDT for UP EPS CIoT Optimization with MSG2 Solution.
4 Detailed proposal
For MT-EDT for CP EPS CIoT Optimization with MSG2 solution, we having following observations and proposals:
Observation 1: DL data can be ciphered and integrity protected with NAS security context. So, the DL data is secure.
Observation 2: If the MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, availability of UE can be provided.
Observation 3: If MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, there is no incorrect charging issue.
Observation 4: Without prior NAS interaction, the security context on the UE and MME may be out of sync. How to activate the security on both UE and MME needs to be considered.

Proposal 1: Send the LS to SA2 and RAN2 to state security analysis above.

Proposal 2: Send the LS to SA2 and RAN2 the proposed security handling procedure for MT-EDT for CP EPS CIoT Optimization with MSG2 Solution.

For MT-EDT for UP EPS CIoT Optimization with MSG2 solution, we having following observations and proposals:
Observation 5: DL data can be at least ciphered with AS security context, integrity protection can be applied if the DL data is included in RRC message. So, the DL data is secure.
Observation 6: If eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, availability of UE can be provided.
Observation 7: If eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, there is no incorrect charging issue.
Observation 8: For UP optimization solution, the AS security context can be always synchronous on the UE and eNB.
Proposal 3: Send the LS to SA2 and RAN2 to state security analysis above.

Proposal 4: Send the LS to SA2 and RAN2 the proposed security handling procedure for MT-EDT for UP EPS CIoT Optimization with MSG2 Solution.
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